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Introduction

* In 2020, | discussed fuzzing in "Lightning in a Bottle'
reviewing major milestones that led to “The Fuzzing
Renaissance " that was kicked off by the creation of
effective greybox mutational parser fuzzing with the
release of American Fuzzy Lop.



Introduction

« Today I'd like to reflect on this impact and show how
we, as a community at the intersection of academic
and professional research, have participated in this
so-called Renaissance which has now led to a new
age - The Age of Vulnerability Discovery.



Remembering How We Got Here

AMERICAN FUZZY LOP - ZALEWSKI, 2013

american fuzzy lop 2.52b (dump-prog)

Edge transitions are encoded as tuple

and tracked in global map o daye. © hre, o min, 48 sec 634
none seen yet 0
none seen yet 0
Includes coverage and frequency 15 (2,37 0.39% / 3.33%
0 (0.00%) 4.55 bits/tuple
i i i i 20543115 (55,85 56 (40,36
Simplified genetic algorithm for BT (5.0 236 (48.35%)
' . ' 1331/sec 1 (1 unique)
continual iImprovement of input ;
0/22.5k, 0/19.3k, 0/19.3k P
generation 2/21.1k, 0215k, 0/21.5k 221
0/1081, 0/4491, 0/8749 3
0/0, 0/0, 0/428 n/a
. . . "y 1/3828, 0/0 100.00%
Uses dictionaries and traditional 0-00%/1287, 83.08% .

mutation fuzzing strategies



Remembering How We Got Here

AMERICAN FUZZY LOP - ZALEWSKI, 2013

American Fuzzy Lop achieved many =
impressive feats in its first couple ST WNARM=EFEEWE RN
years of release.

s LI U W
One striking blog post in 2014 titled JL L =
"Pulling JPEGs out of thin air’ BEREE=2l=ALNE 1. _EEE
demonstrated how AFL could S e e =EE=H
generate valid JPEG images starting IRRRRA TN

from a single input string: "hello’
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Remembering How We Got Here

AMERICAN FUZZY LOP - ZALEWSKI, 2013

Nearly every major
browser, file parser,
network server, and
language interpreter has
fallen to the powerful
strategy employed by
American Fuzzy Lop




2013 -2018: Fuzzing Explosion

IS FEEDBACK DRIVEN FUZZING Al?

First 5 years saw a massive explosion
IN academic research expanding
upon guided fuzzing

Alternate feedback mechanisms
Optimized search strategies
Code transformation

Feature extraction

Taint Analysis

Custom kernels for fuzzing

o
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2013 -2018: Fuzzing Explosion

IS FEEDBACK DRIVEN FUZZING Al?

First 5 years saw a massive explosion
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The Age of
Vulnerability
Discovery
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2023: Fuzzing Super Mario Bros?

IS FEEDBACK DRIVEN FUZZING Al?

A file format has been created to serialize the
possible input keys (left, right, jump, run)

The X coordinate is tracked as progress

When Mario fails, the progress is checked
against previous inputs and if it is favorable it is
kept and further mutated




As of February 2023,
ClusterFuzz has
found ~27,000 bugs
In Google and over
3,900 vulnerabilities
and 28,000 bugs
across 850 projects
Integrated with OSS -

Fuzz.
- ClusterFuzz README




oEvaluating Fuzz Te:

GEORGEKLEES, ANDREW RUEF, BENJI COOPERSHIYI WEI, MICHAEL HICKS- 2018

« "We surveyed the recent research literature and assessed the experimental
evaluations carried out by 32 fuzzing papers. We found problems in every
evaluation we considered. We then performed our own extensive
experimental evaluation using an existing fuzzer. Our results showed that the
general problems we found in existing experimental evaluations can
iIndeed translate to actual wrong or misleading assessments

14



@ FUZZING/10

oEvaluating Fuzz Te:

GEORGEKLEES, ANDREW RUEF, BENJI COOPERSHIYI WEI, MICHAEL HICKS- 2018

« Until 2018, paper evaluations were ad-hoc and suffered from errors

« Most papers fail to perform multiple runs and used short timeouts

« Most papers counted crashes using noisy AFL measurements instead of bugs and coverage
« Most papers did not consider impact of initial seed selection

« Most papers vary the target set too widely and may have reported selective results

« COREUTILS / SPEC2000, SYNTHETIC TEST SUITES (CGC), LAVA

15
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oEvaluating Fuzz Te:

GEORGEKLEES, ANDREW RUEF, BENJI COOPERSHIYI WEI, MICHAEL HICKS- 2018

 Evaluation conclusions

« multiple trials with statistical tests to distinguish distributions

a range of benchmark target programs with known bugs (e.g. LAVA-M, CGC, or old programs with bug fixes)

* measurement of performance in terms of known bugs, rather than heuristics based on AFL coverage profiles
or stack hashes

« block or edge coverage can be used as a secondary measure
 a consideration of various (well documented) seed choices including empty seed

« timeouts of at least 24 hours, or else justification for less, with performance plotted over time.

16



OEval uati n Fuzz e

GEORGEKLEES, ANDREW RUEF, BENJI COOPERSHIYI WEI, MICHAEL HICKS
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Benchmarking: Observable Success

FUZZBENCH . Fuzzer o
———.-

* FuzzBench is a free resource ‘
for researchers to run Cecoaraher
batches of fuzzing runs using o
their work in a repeatable Benchmarks
and comparable framework
with other SOTA fuzzers

google/fuzzbench

libxmi2-w2.9_2 (24hr, 20 trials/fuzzer)
3500 I

, 3000 l
7 2500 N
£ 2000 FuzzBench
i ‘I Service
-E 1500
I-I‘ W00

S00

0

Report

18



Benchmarking: Observable Success

experiment summary

FUZZBENCH

By avg. score
average normalized score
fuzzer
aflplusplus
libafl
aflplusplusplus
honggfuzz
entropic
mopt
aflsmart 85.30
eclipser
afl
aflfast

libfuzzer

fairfuzz

centipede

By avg. rank
average rank
fuzzer
aflplusplusplus
aflplusplus
libafl
honggfuzz
entropic
eclipser
aflsmart
afl
mopt
libfuzzer
centipede
aflfast

fairfuzz

riment summary
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Benchmarking: Observable Success

freetype?2_ftfuzzer summary

FUZZBENCH

Ranking by median reached code Reached code coverage distribution
coverage freetype2_ftfuzzer (23h, at least 20 trials/fuzzer)

freetype2_ftfuzzer (23h, at least 20 trials/fuzzer)

Nim

25 Lgth 2
\5((\3 'ﬁ“i \“‘0 \Qe'é

Reached branch coverage

Reached branch coverage

Fuzzer (highest median coverage on the left)

Fuzzer (highest median coverage on the left)
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Benchmarking: Observable Success

FUZZBENCH v COVERAGE OVER TIME VIEW
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Benchmarking: Observable Success

FUZZBENCH v LOG TIME VIEW DIFFERENTIATOR FOR LONGER FUZZING CAMPAIGNS

CODE COVERAGE (LINEAR) CODE C RAGE (LOG)

Mean code coverage growth over time

freetype2_ftfuzzer (23h, at least 20 trials/fuzzer)
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Benchmarking: Observable Success

FUZZBENCH v COMPARING PERFORMANCE OFFUZZER VS PARSER

Ranking by median reached code Ranking by median reached code Ranking by median reached code
coverage coverage coverage

sglite3_ossfuzz (23h, at least 20 trials/fuzzer) freetype2_ftfuzzer (23h, at least 20 trials/fuzzer} curl_curl_fuzzer_http (23h, at least 1 trials/fuzzer)
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Fuzz Introspector

LIKE GCOV REPORTS BUT FOR FUZZING! Project overview

* Fuzz introspector is a tool Project information

to he[p fuzzer developers Reachability overview

This is the overview of reachability by the existing fu.

to get an understanding of
their fuzzer's performance
and identify any potential
blockers

[
o | n te g ra te d \X/ I t h O S S — F l | E E un ions unreached  Fuzzer depth  Files reached Basic blocks reached  Cyclomatic complexity
Isrchtslibftestfuzz/hts_open_fuzzer.c 003 026 67 6958 0850

17.0 &7 26998 10850 hts_open_fuzzer.c
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Fuzz Introspector

LIKE GCOV REPORTS BUT FOR FUZZING!

Project functions overview

ch:

Accumulated
cyclomatic
complexity

Function
Func name Functions filename reach
depth

MK ! ) 1 ['struc!
MK fsrcl] i | ['str

Undiscovered
complexity

Fuzzers | BB Cyclomatic Functions Reached by
hit count Count Count complexity reached functions

LINE ! ['char =, int ]

2,001 entri




Fuzz Introspector

LIKE GCOV REPORTS BUT FOR FUZZING! Call tree

* Fuzz Introspector is a tool to help ey

fuzzer deve[O peI’S tO get an The following is the call tree with color coding for which functions are hit/not hit. This info is based on the co
understanding of their fuzzer's B e ——

performance and identify any 1 (o cat st

potential blockers ][T[T—]][L]

+ Integrated with OSS-FUZZ T o

e pthread_mutex_lock |[elESi]

&) load_hfile_plugins [iilelallC=1EIG

LY kh_init_scheme_string [jif[aleile]a] Ws=1{R=10S
[call site]

Y hfile_add_scheme_handler |piflalso(a]a) Wi==11R=510]
[function]_[call site]

26



Fuzzer Challenges

Testcases:
THE CRUCIBLE FOR FUZZING AND SOLVER TOOLS

® test-u8 - several chained 8 bits checks

* For those who are looking to ensure

® test-ulé - several chained 16 bits checks

theil’ new fuzzer iS ab[e tO SO[V@ ® test-u32 - several chained 32 bits checks
d”cﬂCUI.t Challeﬂges eﬂCOuntel’ed in ® test-ue4 - several chail?ed 64 bits.checks
) * test-ul28 - several chained 128 bits checks
the ﬂel-d, AFI—++ team has Created the ® test-u32-cmp - several chained 32 bit lesser/greater checks
Fuzzer Challenges prOJeCt ® text-extint - llvm _ExtInt() tests

® test-float - several chained float checks

e test-double - several chained double checks

® test-longdouble - several chained long double checks
® test-memcmp - several chained memcmp checks

® test-strcmp - several chained strncasecmp checks

® test-transform - different transforming string checks

® test-cre32 - several chained crc32 checks

27



Fuzzer Challenges

THE CRUCIBLE FOR FUZZING AND SOLVER TOOLS TARGET can be (currently) one of:

* For those who are looking to ensure

o AFL++
their new fuzzer is able to solve e AFL++-gemu
difficult challenges encountered in o AFL++-frida

the field, AFL++ team has created the  * lbAFL(WIP)
Fuzzer Challenges project * honggfuzz

e libfuzzer

e symsan (via test-symsan.sh , use it's docker container)

® symcc + gemu (via test-symcc.sh and test-symgemu.sh
e manticore (via test-manticore.sh )

e tritondse (via test-tritondse.sh )

e fuzzolic (via test-fuzzolic.sh + docker.io/ercoppa/fuzzc

28



Bugs EXxist iIn New Code

About half of the exploitable vulnerabilities 3 Abhishek Arya
found in Chrome in 2019 were found in o
code less than a year old

Replying to @richinseattle and @NedWilliamson

I.blackhat.com/eu-19/Wednesda... - 40% OSS-Fuzz
regressions in last 7 days.

40% Of OSS_FUZZ bug fiﬂdS WASIIS LIS 5:08 PM - Feb 24, 2020 - Twitter Web App
check-ins before code shipped to stable
\¥hy? Specifications rapidly change for the The best defense is a good offense, which

infrastructure that runs our businesses and in the case for code owners is integrating
code churn is high continuous fuzzing in the build chain



Building the Fuzz Chalin

#include <openssl/ssl.h>
#include <openssl/err.h>
#include <assert.h>

FUZZING IN THE COMPILER #include <stdint.h>

#include <stddef.h>

» LibFuzzer is now part of St Library dnst();

SSL load error_strings();

Clang/LLVM and Visual Studio OpernssL. 20d a1 algorithms();

SSL_CTX *sctx;
assert (sctx = SSL CTX new(TLSvl method()));

* GO 1.18 has integrated libFuzzer

assert(SSL CTX use certificate file(sctx, "runtime/server.pem",
SSL_FILETYPE PEM));

* Rust has cargo-fuzz for integrated ResertSSL (T use PrivateKey Tle e triemee vy

return sctx;

: }

I_IbFuzzer harnesses Supports extern "C" int LLVMFuzzerTestOneInput(const uint8 t *Data, size t Size) {

static SSL CTX *sctx = Init();
' ' SSL *server = SSL_new(sctx);

Structured fUZZIHQ USIHQ the BIO *sinbio = BIO new(BIO s mem());
BIO *soutbio = BIO new(BIO s mem());

W . " SSL_set bio(server, sinbio, soutbio);
SSL set accept state(server);

Arbltrary Crate BIO write(sinbio, Data, Size);
SSL do handshake(server);
SSL_free(server);
return 0;

30



Building the Fuzz Chalin

FUZZING IN THE RUNTIME

AJazzer - coverage guided fuzzing for JVM from Code Intelligence
* Wraps native LibFuzzer to fuzz Java, Kotlin, Scala, Clojure

« User creates a library with native implementation of
LLVMFuzzerTestOnelnput callback and calls Java methods via JNI

« Comes with special sanitizers for detecting injection bugs, user
controlled class deserialization, etc

31



Building the Fuzz Chalin

import com.code intelligence.jazzer.api.FuzzedDataProvider;

import com.google.json.JsonSanitizer;

JAZZER FUZZING HARNESS

public class DenylistFuzzer {

o SuppOrt for Jazzer fuzz public static void fuzzerTestOneInput(FuzzedDataProvider data) {

String input = data.consumeRemainingAsString();

targets is now in OSS- S o
try {

F U ZZ a n d the J U n It output = JsonSanitizer.sanitize(input, 10);

} catch (ArrayIndexOutOfBoundsException e) {

teStlng frameWOrk // ArrayIndexOutOfBoundsException is expected if nesting depth is

exceeded.
return;
}
f/ See https://github.com/OWASP/json-sanitizer#output.
if (output.contains("</script”) || output.contains("<script™)

|| output.contains("<!--") || output.contains("]11>")) {

System.err.println("input : ™ + input);

System.err.println("output: + output);

throw new IllegalStateException("Output contains forbidden substring”);

32



Building the Fuzz Chalin

JAZZER SUPPORTS CUSTOM SANITIZERS

class PathTraversal:

type = HookType.AFTER, targetClassName
targetMethodDescriptor = "(Lja

g ymrt ey
_java/ 1ang/string; )

targetMethod =

public static void fileConstructorHook(MethodHandle method, Object thisObject
File file = (File) thisObject
String pathname = (String) arguments|©

try
Check whether the

call

if (!file.getCanonicalPath
I  not
throw new PotentialPathTra

adl

catch(IOException e

arguments

int hookId

0O

Djec

- returnvalue

@ FUZZING/10




Fuzzing in the Cloud

SECURITY IS A SHARED RESPONSIBILITY AND GOOGLE IS HERE TO HELP!

« OSS-FUZZ is an amazing resource. Hundreds of opensource
projects receive free fuzzing with libFuzzer and AFL++ engines (or
Jazzer, go fuzz, cargo fuzz, etc)

« Google is the top contributor to opensource fuzzing tooling and free
compute to perform fuzz testing in the cloud

» OSS-Fuzz also offers a bounty program for writing fuzzing harnesses
Including rewards for security bugs found by contributed harnesses

34



AFL++ - still the best general fuzzer

AFL++- MARC HEUSE, HEIKO EISSFELDT, ANDREA FIORALDI, DOMINIK MAIER

' ' ' american fuzzy lop ++4.07a
> PerSISteﬂt fUZZIﬂg, lleUZZ@F process timing overall results
@ days, @ hrs, 1 min, @ sec
1 ® days, © hrs, @ min, © 700
harness compat, iInmem testcases o e o e g 05
none seen yet (]
cycle progress map coverage
227.0 (32.4%) 0.97% / 10.98%
 LAF-Intel / CmpCov o (6.00%) 1,85 bits/tuple
stage progress findings in depth
havoc 421 (60.14%)
3450/12.8k (26.95%) 506 (72.29%)
« CmplLog / Redgueen 152k
2547 /sec @ (@ saved)
fuzzing strategy yields item geometry
}_1, P1 'f k), 'f . disabled (default, enable with -D) 7
® disabled (default, enable with -D) 674
Ig er per Ormance Inary UZZ|ng disabled (default, enable with -D) 402
disabled (default, enable with -D) 698
n/a %]

* Nyx, QEMU, Unicorn, Frida, QDBI 522/119k, 174/20.8k 100. 66%

unused, unused, unused, unused
46.45%/4163, disabled



AFL++ - still the best general fuzzer

AFL++- MARC HEUSE, HEIKO EISSFELDT, ANDREA FIORALDI, DOMINIK MAIER

® Pe rsistent fuzzi ng ’ U b Fuzzer Feature/Instrumentation afl-gcc llvm_mode gcc_plugin gemu_mode unicorn_mode

. NeverZero X x(1) (2) X X
harness compat, Inmem testcases H—_—_ B B—
LAF-Intel / CompCov X x86[_64]/arm[64] x86[_64]/arm
e LAF-Intel/ Cm pCOV cmpLog x x86[_64]/arm[64]
Whitelist X ) (x)(3)
« Cmplog / Redqueen (96
InsTrim X

Ngram prev_loc coverage

« Higher performance binary fuzzing

Context coverage

Snapshot LKM support

* Nyx, QEMU, Unicorn, Frida, QDBI



LIDAFL : Modular Fuzzer Design

LIBAFL v ANDREA FIORALDI, DOMINIK MAIER, ET AL

LibAFL gives you many of the benefits of an off-the-shelf fuzzer, while being completely
customizable. Some highlight features currently include:

[ ]

fast : We do everything we can at compile time, keeping runtime overhead minimal.

Users reach 120k execs/sec in frida-mode on a phone (using all cores).

» scalable: Low Level Message Passing, LLMP for short, allows LibAFL to scale almost
linearly over cores, and via TCP to multiple machines.

» adaptable : You can replace each part of LibAFL. For example, BytesInput is just one
potential form input: feel free to add an AST-based input for structured fuzzing, and more.

» multi platform: LibAFL was confirmed to work on Windows, MacOS, Linux, and Android
on x86_64 and aarch64. LibarFL can be builtin no_std mode to inject LibAFL into
obscure targets like embedded devices and hypervisors.

* bring your own target : We support binary-only modes, like Frida-Mode, as well as

multiple compilation passes for sourced-based instrumentation. Of course it's easy to add

custom instrumentation backends.

37



LIDAFL : Modular Fuzzer Design

LIBAFL v ANDREA FIORALDI, DOMINIK MAIER, ET AL

corpus
events
executors
feedbacks

fuzzer
generators
inputs
monitors
mutators
ohservers
prelude
schedulers
stages

state

Corpuses contain the testcases, either in memory, on disk, or somewhere else.

Eventmanager manages all events that go to other instances of the fuzzer.

Executors take input, and run it in the target.

The feedbacks reduce observer state after each run to a single is_1interest-ing-value. If a testcase is interesting, it
may be added to a Corpus.

The Fuzzer is the main struct for a fuzz campaign.

Generators may generate bytes or, in general, data, for inputs.

Inputs are the actual contents sent to a target for each exeuction.

Keep stats, and display them to the user. Usually used in a broker, or main node, of some sort.
Mutators mutate input during fuzzing.

Observers give insights about runs of a target, such as coverage, timing, stack depth, and more.
The purpose of this module is to alleviate imports of many components by adding a glob import.
Schedule the access to the Corpus.

A Stage is a technique used during fuzzing, working on one crate: :corpus: :Corpus entry, and potentially altering

it or creating new entries. A well-known Stage, for example, is the mutational stage, running multiple

crate::mutators::Mutatorsagainsta crate: :corpus: :Testcase, potentially storing new ones, according to
crate::feedbacks: : Feedback. Other stages may enrich crate: :corpus: : Testcases with metadata.
The fuzzer, and state are the core pieces of every good fuzzer



LIDAFL : Modular Fuzzer Design

LIBAFL v ANDREA FIORALDI, DOMINIK MAIER, ET AL

» LIbAFL is a modular fuzzing system that provides mix and match
components for instrumentation, data generation, and runtime
configuration

« Many backends are supported - LLVM SanitizerCoverage, Frida,
QEMU user and system, Tinylnst, and more

* |n the near future, AFL++ will be a frontend for LIbAFL

« See paper from CCS22 "LiIbAFL: A Framework to Build Modular and
Reusable Fuzzers®

39



Advanced
Instrumentation




Fuzzers need to
know when a
fault has
occurred.
Memory
corruption makes
this trivial but
other bug classes
may require
specific checkers




